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* Multiple execution units access the same memory

location
* Those accesses are unordered — not protected by a
lock, for example

At least one of those accesses Is a write.
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e Static Analysis

* Valgrind/Helgrind

* ThreadSanitizer
o BT EIZSIEM
* gccHEXFH (481UF)
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N HAEFRI=SHM-ThreadSanitizer

. :~/work-station/temp$ ./1
#include <pthread.h> ~  |s=================

int Global = @: WARNING: Thll"eadSanitizer: data race (pid=363871)
, . . % Read of size 4 at 0x55cd83fe2014 by thread T1:
void *Threadl(void *x) { gcc -fsanitize=thread - #0 Threadl /home/lzy/work-station/temp/1.c:4 (1+0x1271)
Global++; ) #1 <null> <null> (libtsan.so.0+0x2d1af)
return x; fPIE -pie -g -0 1 1.c - , | , |
Previous write of size 4 at ©x55cd83fe2014 by main thread:
} M #0 main /home/lzy/work-station/temp/1.c:10 (1+8x1305)

int main(void) {
Nthread t t;
pthread create(&t, NULL, Threadl, NULL);

Global++; #0 pthread create <null> (libtsan.so.0+8x5ea99)

[]th read jﬂiﬂl’,t NULL) : #1 main /home/lzy/work-station/temp/1.c:9 (1+0x12e4)

return Gluhal; SUMMARY: ThreadSanitizer: data race /home/lzy/work-station/temp/1.c:4 in Threadl
} - - - — - -~ - = = =~

ThreadSanitizer: reported 1 warnings
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RaceHound | DataCollider Kernel Thread Sanitizer Kernel Concurrency Sanitizer
Requirement (KTSAN) (KCSAN)

Prefer false negatives over
false positives

Maintenance: unintrusive to
rest of kernel

Scalable memory access
instrumentation
Language-level access aware
(LKMM-compatibility)
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« KCSAN (the Kernel Concurrency Sanitizer) &googleFf
EF RN —FHE TR ERENANZZESSanitizer, B LAY
Sanitizeri G KASAN, UBSANZE.

« KCSAN{EFHZRIFELInstrument, BEERFHEE “FEE
" AR AFFH &5 [0,

« 2019fFJEE & ALinux AixE % (v5.8)

« Bl -
https://github.com/google/ktsan/wiki/KCSAN

 BB{4FI3K : kasan-dev@googlegroups.com (open
list:KCSAN)
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o ZREERTIEIE - Instrument Memory Accesses

e ETHFAM © Runtime Check

* Set watchpoint, and stall access.

* |f watchpoint already exists [ race.

* If value changed [ race.

 Stall accesses with random delays to increase chance to observe
race.
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o ZBIEMHENE ¢ Instrument Memory Accesses

int x;

tsan_writed(&x);

-tsanitize=thread p—
X = 42;

__tsan_readd(&x);
s N
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aenter runtime
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N— p— N check access{(ptr, size, type]
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Runtime Check

Tind watchpoint{ptr, size, expect_write)
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enter runltime

KCSAN: Runtime
=TI -

find watchpoint(ptr, size, expect

f|nd_WatChp0|nt() find watchpoint()

read

write
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. SEITE T KCSAN: Runtime

should_watch()

':|| '..llli.|]_'|'|'l..'-| E :I.

Implementing the

memary mode!l should_watch()

plain accesses v (sampling)
7
‘x

marked / atomic

exit runtime
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KCSAN: Soft Watchpoints

N— 4=

£y . "’T‘Tll :
l“ﬁﬂ_‘l-m')‘J . Special encoding, to avoid multiple hields
SetUp_WatChpOln and lock-based synchronization.

Enables use of atomic long t foraccess

[write|size|addr]

information.

63

wWrite<ls sized<ld: address<49s

Example: &4 bits per long, and 4 KiB pages
|Calculated based on PAGE_SIZE andBITS PER_LONG)

Picture from topic “Data-race detection in the Linux kernel” in 2020 LPC
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[ 1 Debugging of KCSAN internals

[ 1 Perform short selftests on boot

[*] Early enable during boot

(64) Number of available watchpoints

(80) Delay in microseconds (for tasks)

(20) Delay in microseconds (for interrupts)

[*] Randomize above delays

(4000) Skip instructions before setting up watchpoint
[*] Randomize watchpoint instruction skip count

[ 1 Report races of unknown origin

[*] Only report races where watcher observed a data value change
[*] Do not instrument marked atomic accesses
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* Memory Overhead : BIREFE—RXEBEIFENVIE
* Slowdown System Performance: 5-10X
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root@localhost ~]# [ 89.139677][ 5] == ==== =====================================
89.147346][ 5] BUG: KCSAN: data-race in unix release sock / unix release sock
89.154643][ 5]
89.156563][ 5] write to exffffg8e21d157cf6e@ of 8 bytes by task 982 on cpu 3:
89.163693]1[ 5] unix_release sock+0x108/0x450
89.168219][ 5] unix release+8x44/0x68
89.172136][ 5]  sock release+0x80/0x148
89.176312][ 5] sock close+0x30/0x48
89.180055][ 5] _ fput+0x108/0x298
89.183624][ 5] = Tput+0x2c/0x40
89.187196][ 5] task work run+0x1llc/0x148
89.191371]1[ 5] do_notify resume+0x184/0x398
89.195807][ 5] work pending+@x8/0x1@
89.199632][ 5]
89.201551][ 5] read to Oxffff8021d157cf60 of 8 bytes by task 1162 on cpu 5:
89.208680][ 5] unix release sock+0x280/0x450

.ﬁﬁ;

« Nz BKCSAN:
CONFIG_KCAN=y

89.217120][ 5] _ sock release+0x80/0x148

89.221295][ 5] sock close+0x30/0x48

89.225037][ 5] _ fput+0x108/0x298

89.228605][ 5] fput+0x2c/0x40

89.232175][ 5] task work run+0x1lc/0x148

89.236352][ 5] do exit+0x648/0x948

89.240008][ 5] do group exit+@x6c/0x158

89.244099][ 5] get signal+@x244/0xb8s

89.248013][ 5] do signal+0xd8/0x370

89.251754][ 5] do notify resume+0x13c/0x398

89.256190][ 5] work pending+@x8/0x1@

89.260015][ 5]

89.261931][ 5] Reported by Kernel Concurrency Sanitizer on:

89.267670][ 5] CPU: 5 PID: 1162 Comm: gdbus Mot tainted 4.19.90-22+ #121
89.274536][ 5] Hardware name: XXXX XXXX/Kunpeng Desktop Board D920L11K, BIOS ©.23 07/22/2020
89.283136][ 5] ==== == ==== == ==== =========================
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[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[ 89.213205][ 5] wunix release+0x44/0x68
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[



k YLINSOFT
EHBEX 1

BB RIER 5t - X #HKCSAN

RITELB S RIR SR RIERGRBEXFF B, 5. BE
 JkRN. B, MREZEHECPURKRXB6FES, VIO splET
TIERAME ., TEMIBIRIER S L TIFKCSANTTRE B EXZEMN S
EUTILAGHE :

o NIIRAEE®R A © vI0splET4.190%%, KCSANEF#HX5.8F %, WixiE
mEEIZPN

« GCCHRAS : v10spl BHH#GCCRRA:A7.3, KCSANERGCC 11

« ZYXEFIF . HRIKCSANR Z#x86Y 4, EEXEHMIS FHLTIH,



W

o1

k YLINSOFT
ERBSRER T

Data-race detection in the Linux kernel : LPC2020-KCSAN.pdf
ThreadSanitizer — data race detection In practice

Finding race conditions with KCSAN: Ilwn.net/Articles/802128/

Concurrency bugs should fear the big bad data-race detector:
lwn.net/Articles/816850/

Kernel Concurrency Sanitizer (KCSAN): github.com/google/ktsan/wiki/KCSAN
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